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Abstract
Computer systems and the information that theyegse, practice, transmit, and hoard has become

obligatory to the contemporary endeavor. In todayisiemand, always connected, data-driven worldnamiet than
ever in light of the renovation of entire natioredonomies from manufacturing-based paradigms taviatge
based ones—many organizations rightly count theformation systems among their most important asset
Organizations often use these IT systems to statlepaocess vast quantities of sensitive data, whidafisclosed,
could be potentially damaging to an organizatioptddting and preventing data leakage and data enjgoses a
serious challenge for organizations, especiallymthealing with insiders with legitimate permissidnsaccess the
organization’s systems and its critical data. Tgaper presents a survey on various data acces®lo@chanisms

used in the modern information world.
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Introduction

In today’s technological world the very
important asset for every company is the Data. Sofme
these data are worth millions of dollars and orgations
takes at most care in controlling the access teethiata,
with respect to both internal users, within the
organization and external users outside the org#aiz
Sensitive information such as customer or patieata d
and business secrets constitute the main asse&n of
organization. Such information is essential for the
organization’s employees, subcontractors, or pestte
perform their tasks. Conversely, limiting accessthe
information in the interests of preserving secretdght
damage their ability to implement the actions tban
best serve the organization.

Security breaches are typically categorized as
unauthorized data observation, incorrect data
modification, and data unavailability. Unauthorizeata
observation results in the disclosure of informatio
users not entitled to gain access to such infoomatll
organizations, ranging from commercial organizatiom
social organizations, in a variety of domains suach
healthcare and homeland protection, may suffer yneav
losses from both financial and human points of vésna
consequence of unauthorized data observation. rector
modifications of data, either intentional or unimienal,
result in an incorrect database state. Any usectriect
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data may result in heavy losses for the organimatio
When data is unavailable, information crucial fbe t

proper functioning of the organization is not rdadi

available when needed.

Thus, data leakage and data misuse detection
mechanisms are essential in identifying malicious
insiders. The task of detecting malicious insidersery
challenging as the methods of deception become more
and more sophisticated. According to the 2010 Cyber
Security Watch Survey [1] 26 percent of the cyber-
security events, recorded in a 12-month period,ewer
caused by insiders. These insiders were the most
damaging with 43 percent of the respondents remprti
that their organization suffered data loss. Ofattacks,

16 percent were caused by theft of sensitive dadal®
percent by exposure of confidential data.

Data security is also crucial when addressing
issues related to privacy of data pertaining tdviddals;
companies and organizations managing such datatoeed
provide strong guarantees about the confidentiadity
these data in order to comply with legal regulatiamd
policies [2]. Overall, data security has a centdé in
the larger context of information systems security.
Therefore, the development of Database Management
Systems (DBMS) with high-assurance security is a
central research issue. This paper completely s
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the varuous techniques to control data access. The
section Il talks about the basic terminology of adat
access system. Section Ill presents a survey apugr
data access control mechanism used in the prese¢at d
industry. Section IV concludes the survey.

Data L eakage and Data Publishing
Basic Definitions

Sensitive data means any data within an
organization that is vital to the organization’sreo
business. Data leakage is defined as the accidental
unintentional distribution of private or sensitidata to
an unauthorized party. Sensitive data in orgarinati
and companies include intellectual property (IP),
financial information, patient information, persbna
credit card data and other information dependinghen
business or other industry. Furthermore in manyegas
sensitive data are shared among stakeholders sich a
employees working from outside, business partnacs a
customers.

Data protection is ensured by different

components of a database management system (DBMS).

In particular, an access control mechanism ensiaées
confidentiality. Whenever a subject tries to acaskata
object, the access control mechanism checks thésriaf
the user against a set of authorizations, statedllysby
some security administrator. An authorization state
whether a subject can perform a particular actioran
object.

Data confidentiality is further enhanced by the
use of encryption techniques, applied to data wieing
stored on secondary storage or transmitted onvaonlet
Recently, the use of encryption techniques hasegam
lot of interest in the context of outsourced data
management; in such contexts, the main issue istbow
perform operations, such as queries, on encrypted d
[3. Data integrity is jointly ensured by the accesatrol
mechanism and by semantic integrity constraints.
Privacy Preserving Data Publishing

In the data collection phase, thedata publisher
collects data fromecord owners (e.g., Alice and Bob). In
the data publishing phase, the data publisher releases the
collected data to a data miner or to the publidedahe
data recipient, who will then conduct data mining on the
published data. In this survey, data mining hasaad
sense, not necessarily restricted to pattern mirming
model building. For example, a hospital collectdada
from patients and publishes the patient recordsaro
external medical center. In this example, the habjé
the data publisher, patients are record owners,thaed
medical center is the data recipient. The data ngini
conducted at the medical center could be anythimy fa
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simple count of the number of men with diabetesato
sophisticated cluster analysis.
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There are two models of data publishers
[Gehrke 2006]. In thentrusted model, the data publisher
is not trusted and may attempt to identify sensitiv
information from record owners. Various cryptogr&ph
solutions; anonymous communications ; and stadiltic
methods were proposed to collect records anonymousl
from their owners without revealing the owners’ritlgy.

In the trusted model, the data publisher is trustworthy
and record owners are willing to provide their paed
information to the data publisher; however, thestris
not transitive to the data recipient. In this syrveve
assume the trusted model of data publishers ansidem
privacy issues in the data publishing phase.

During the past decade, several measures in the
field of Privacy-Preserving Data Publishing were
introduced [8]. Examples of such measures are k-
Anonymity [4], |-Diversity [5], and ¢ k)-Anonymity.
These measures attempt to estimate how easy @ is t
compromise an individual's privacy in a given
publication, where publication refers to a tabledata
containing quasi-identifier attributes, sensiti&ibutes,
and additional attributes. The main goal of these
measures is to estimate the ability of an attatienfer
who are the individuals (also called victims) behthe
guasi-identifier, and thus reveal sensitive attiébvalues
(e.g., disease).

PPDP algorithms are useful when there is a
need for exporting data (e.g., for research) while
retaining the privacy of individuals in the pubkghdata
set. It can also be used in a limited way for eating the
level of Misusability of data. The harder it isitentify
who is the entity in a record, the lower the pdsdrisk
of a perpetrator maliciously exploiting that infcation.
This approach, however, is not effective in other
scenarios that assume a user has full access wathe
Sweeney [6] proposed the k-anonymity measure that
indicates how hard it is to fully identify who ike entity
in each record in a published table T, given a iplybl
available database (e.g., Yellow Pages). The measur
determines that T satisfies k-anonymity if and oifly
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each value of the quasi-identifier in T appearteast k
times. A known disadvantage of k-anonymity is that
does not consider the diversity of the sensitivabatte
value (also known as the common sensitive attribute
problem). This approach is relevant only when eikmps
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(e.g., for analytics or data mining tasks). Howevar
most cases, performing different tasks require sxmp
the individual records. TheM-score measure is mainl
used for deriving the misuseability level of theiwdual
records exposed to the user.. The following Tahteas

statistical information rather than individual rede _the privacy model and the attack model.
Attack Model
Privacy Model Record Linkage | Atftribute Linkage | Table Linkage | Probabilistic Atfack
k-Anonymity v
MultiE E-Anonymity "
£-Diversity v v
Confidence Bounding v
(e, k)-Anonymity v v
(XY )-Privacy v v
(k. e)-Anonymity v
(e, m)-Anonymity v
Personalized Privacy v
t-Closeness v v
5-Presence v
(e, {}-Isolation ¥ v
e-Differential Privacy v "
(d, y }-Privacy v v
Distributional Privacy v Vv

Misusability Weight Calculation

Generally the users in the organization performs
various actions on the data which may affect the
sensitive information associated with the dat¢éhid data
leaks to outside the perimeter of the organizatipbn
introduced loss to the organization. To measurdehel
of damage a new concept is used now days. That's
termed as Misusability weight. This Misusabilitgight
measures the amount of damage happened to the
organization. A neat and clear procedure is requice
calculate the Misusability weight. .
Dimesnsions of Misusability
The Misusability weight called as M-Score mainly
depends on the domain of the data and sensitivaafess
the data. The same data will have different M-Sdore
different domains. There are four dimensions of
Misusability.
Number of entities- This is the data size with respect to
the different entities that appear in the data.ihizdata
about more entities obviously increase the potentia
damage as a result of a misuse of this data.
Anonymity level - While the number of different entities
in the data can increase the misuseability weith,
anonymity level of the data can decrease it. The
anonymity level is regarded as the effort thateiguired
in order to fully identify a specific entity in thdata.
Number of properties - Data can include a variety of
details, or properties, on each entity (e.g., eygso
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salary or patient disease). Since each additiordguty
can increase the damage as a result of a misuse, th
number of
different properties (i.e., amount of information each
entity) should affect the misuseability weight.
Values of properties- The property value of an entity can
greatly affect the misuseability level of the dakar
example, a patient record with disease propertgalsco
HIV should probably be more sensitive than a record
concerning patient with a simple flu.
Dimesnsions of Misusability
The basic building block of this M-Score is tabléhe
Table T(AL; .. .;An) is a set of r records. Eaebard is a
tuple of n values. The value i of a record, is @drom
a closed set of values defined by Ai, the i's Aitie of
T. Therefore, we can define Ai either as the namén®
column i of T, or as a domain of values. The thnea
intersecting parameters are
1. Quasi ldentifier Attributes are attributes
that can be linked, possibly using an
external data source, to reveal a specific
entity that the specific information is about.
In addition, any subset of the quasi-
identifiers
2. Senditive Attributes are attributes that are
used to evaluate the risk derived from
exposing the data.
3. Other Attributes.
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From these attributes a sensitive score functiois f
calculated which is very important for the calcigdatof
M-Score.

Sensitive Score Function -

The sensitivity score function f : C X; & [0; 1]
assigns a sensitivity score to each possible valoeSj,
according to the specific context ¢ 2 C in which thble
was exposed. For each record r, we denote the Yahie
S as $[x.

M-Score Calculation

The M-score incorporates three main factors.

1. Quality of data—the importance of the
information.

2. Quantity of data—how much information is
exposed.

3. The Distinguishing Factor (DF)—given the
quasiidentifiers,

The amount of efforts required in order to
discover the specific entities that the table =ter The
calculation of the raw record score of record i §JRis
based on the sensitive attributes of the tabkdr tralue
in this record, and the table context. For a re¢oRRS
will be the sum of all the sensitive values scardahiat
record, with a maximum of 1.

Given a table with r records, the table’s M-score
is calculated as follows:

MScore — r'/* x RS — v/* x max (121?*5f).

D
where r is the number of records in the table, x
is a given parameter and RS is the final Recoraesco

Conclusion

Written with the objective to shed light on
existing data publishing techniques and the possibta
leakage ways in an organization. If possible saiae
analyzed then the protection will be very easy. The
Protection is by assigning a weight for each siamesit
data called as M-Score. The mechanism used tolasdcu
the M-Score is also presented in this paper.
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